
For each role relevant to the scope of analysis, the available documentation is
reviewed to elicit factoids for each role. These factoids are structured using
argumentation models (Toulmin, 2003) to provide a basis for validating the
assumptions underpinning personas. Each persona characteristic is aligned with a
claim made. Propositions about assumptions made about characteristics may act as
grounds of evidence, or a warrant describing how the grounds contribute to the claim.
The origin of a warrant’s assumption is the backing knowledge for believing the claim.
Finally, a modal qualifier indicates the degree of certainty about the claim. Based on
these characteristics, narratives are written. Once the assumption personas are
developed, these are presented to the project team for review. Any issues raised by the
team are used to revise the assumption personas or correct any misinterpretations held
about the system. The process for building these personas is described in more detail by
Faily and Fléchais (2010b).

3.2 Design sessions
This stage entails holding small focus groups with project team members. Each session
focuses on the use of scenarios, requirements or risk analysis.

A scenario session involves modelling scenarios carried out by the assumption
personas in their respective contexts. Like the personas, these scenarios are grounded in
assumptions identified from project documentation, or from analysis undertaken during
other design sessions. Some of these scenarios focus on misusability, by illustrating how
unintentional misuse of the system might lead to security problems.

A requirements session involves using the KAOS goal-oriented requirements
engineering approach (van Lamsweerde, 2009) to elicit and specify requirements
needing to be satisfied for the scenarios to be realised. Requirements are modelled as
goal trees and, in addition to being refined to sub-goals, goals may conflict with
obstacles: conditions representing undesired behaviour and preventing an associated
goal from being achieved (van Lamsweerde and Letier, 2000). Such obstacles may arise
from intentional, as well as accidental, misuse, thereby making it possible for them to
model threats (van Lamsweerde, 2004).

Risk analysis sessions involve using AEGIS (appropriate and effective guidance for
information security): a participative design process (Fléchais et al., 2007). This entails
the team members jointly modelling the system’s assets in different contexts; these
assets are modelled using UML class diagrams, where classes represent different assets.
The assets are evaluated according to values held by the participants about them.

Figure 1.
UML activity
diagram describing
an approach for
late-stage
requirements
elicitation
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