Query Enterprise SCADA network

Enumeration

Firewall and DMZ

Firewall rule attribution

Firewall traffic monitoring Firewall administration monitoring

>

Malicious traffic blocking

Pull data from STCS resources Collect data from SCADA workstations

Collect data from plant operators

N

Fuzz STCS

Fuzz web apps

and

Z

Enumeration

Collect data from SCADA workstations Query Enterprise SCADA network

Collect data from plant operators Pull data from STCS resources

Probe STCS applications | | Probe ICT applications

Dump password hashes

Dump password hashes

\ Fuzz STCS \

Keylog credentials Probe STCS apphcatlon Probe ICT application

Keylog credentials

N

Detect application scans

[ N\

DoS IDS) Incomplete IDS ruleset

\(

Detect application scans

Incomplete IDS ruleset DoS IDS

PreventSystem enumeration

PreventIncomplete Intrusion Detection rules PreventEnumeration




