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Risk analysis elements are colour coded 
with information, such as threat likelihood, 
vulnerability severity, and risk impact. Threats, 
vulnerabilities, and risks are also coloured based 
on their criticality: the more critical the element, 
the deeper the hue of red.

The Risk Analysis model also visualises 
metrics on requirements quality. These metrics 
are based on requirements completeness, the 
presence of an imperative phrase, and ambigu-
ity. These are displayed using cartoon Chernoff 
Faces (Chernoff, 1973), and described in more 
detail by (Wilson et al., 1996). Eye-brow shape 
indicates the completeness of a given require-
ment. If no text is found in certain fields, or 
phrases like TBC, None, or not defined are 
present, the completeness score is marked down 
accordingly, and the eye-brows convey a nega-
tive mood. The eye shape indicates whether or 
not an imperative phrase exists in the require-
ment description. If such a phrase exists then 
the eyes becomes vertically elongated. The 
mouth indicates the presence of weak or fuzzy 
phrases, such as mostly, appropriate, normal, 
or adequate; the presence of these phrases turn 
the smile into a frown.

clutter management

With so much information associated with 
the different model views, visual clutter can 
become a problem as models grow. Minimal 
distinctions in colour can be used to reduce 
visual clutter, and small contrasts enrich the 
visual signal increasing the number of possible 
distinctions (Tufte, 1997). To take advantage 
of this, we map the normalised values for Rr 
and SUt to the respective risk (red) and task 
usability (blue) colour charts. The higher the 
risk or task usability score, the deeper the hue 
of red or blue.

Threat likelihood and vulnerability sever-
ity scores map to a colour chart similar to that 
of risk. An example of how these colours are 
applied to elements on the IRIS risk analysis 
model is provided in Figure 4.

CAIRIS also uses geometric and semantic 
zooming to make efficient use of the available 
viewing area as model data increases. Geometric 
zooming magnifies detail at the cost of loss of 
context; semantic zooming conveys additional 
model information as it is zoomed (Spence, 
2007). The risk analysis model supports 3 

Figure 4. Risk Analysis model before (left) and after (right) risk mitigation


