Figure 5: Environment Meta-Model
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shared by a persona participating in one or more tasks in the
same context of use. Where this occurs, usability attributes
may be associated with the persona-task pairing to indicate
how much the countermeasure helps or hinders the persona
in the associated task. This is described in more detail in
[30].
Although goals define how the intent of a system is refined
to a requirements specification, it is also important to understand how these goals laterally relate to other concepts;
this knowledge is captured using dependency relationships.
Ternary associations describe how one role (the depender),
relates on another (the dependee), for a task, goal, or asset
(the dependum). The dependency relationships in IRIS are
based on the dependency links used by i* [15]; Van Lamsweerde [14] describes how these relationships can also be
used in KAOS to supplement agent responsibility modelling.

ferent devices and locations across a wide geographic area.
As part of their responsibility for maintaining the water network, instrument technicians often make software modifications to telemetry outstations, PLCs (Programmable Logic
Controllers), and SCADA (Supervisory Control and Data
Acquisition) workstations. Without a central strategy for
controlling such software, water treatment integrity may be
compromised if software is lost, or incorrect software is accidentally, or deliberately, installed on critical instrumentation. However, because maintaining the water network can
be physically and mentally demanding, any new technology
needs to be situated for the contexts within which these
technicians work.
We validated the IRIS Meta-Model by using it to support
the specification of requirements for a central repository for
control software; this repository will be used to support instrument technicians at a UK water company.
After holding an initial scoping workshop, empirical data
was collected by interviewing various stakeholders, and observing real instrument technicians. After analysing this
empirical data, the behavioural characteristics of potential
users were identified based on the work they need to use
the software repository for. Several participatory workshops
were then used to elicit the di↵erent elements of the metamodel; participants included instrument technicians, software engineers, IT support sta↵, and information security
officers. The elicited data was captured by a software tool
building upon this meta-model.
After analysing the empirical data, two di↵erent environments were elicited. The first of these, Planned, encapsulated a repository context of use during working hours when
infrastructure modifications are scheduled in advance. The
second environment, Unplanned, encapsulated a repository
context of use when the infrastructure is modified due to an
out-of-hours emergency. For reasons of brevity, this section
focuses only on the Planned environment. Because the page
limit forbids a detailed report of the design process used, further details of this case study will be elaborated in a future
publication.

3.5 Environment Meta-Model
Many concepts specified in the IRIS Meta-Model are situated within one or more environments as illustrated in figure 5. Together, these concepts represent a Context of Use.
Some of these concepts are defined explicitly within an environment; an asset may have di↵erent security attributes
based on the prevailing environment, and some goals may
exist in one environment and not in another. Other concepts
are implicitly situated within an environment by virtue of
their dependencies. For example, a risk may only be defined
if the contributing threat and vulnerability exist in the same
environments.
Some concepts are not situated within an environment.
A system is specified with a single set of requirements irrespective of the environments the system must operate in.
Similarly, we don’t assume a role fulfilled by a human agent
will vary by environment. While the role may not vary, the
perceptions of the human fulfilling it can; this explains why
a persona exists within an environment, but a role does not.

4.

CASE STUDY

Water and sewage treatment is controlled by a substantial
amount of control software. This software runs on many dif-

4.1

Task Analysis

Based on the empirical data, three personas were elicited.
Barry represented an instrument technician who modifies
software as part of this day-to-day work. Alan represented
a commissioning engineer responsible for developing initial
releases of PLC software. Eric represented an engineer working in a 2nd line support capacity. Of these representations,
Barry was the primary persona the repository needed to be
designed for.
Several tasks in the case study involved Barry making infrastructure changes to plant equipment; this work led to
control software modifications and, consequently, interaction with the software repository. Although conceptually
very similar, tasks were distinct enough for some to be less
usable than others. For example, from Barry’s perspective,
outstation modifications are easier, quicker, involve fewer
file changes, and considered less operationally critical than
changes to PLCs. Knowledge about these di↵erences was
not initially known by many workshop participants. Consequently, authoring the scenario for this task, and defining
the associated assets led to discussion on the usability impact of some design decisions.

