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Figure 6. IRIS Risk Analysis model example

ubiquity vulnerability, motivating the value of 3 (High) for
m̄s. This countermeasure also fosters, albeit only to a minor
extent, values of confidentiality and accountability, giving
rise to a score of

⇥
1 0 0 1

⇤
for m̄p. Based on this

information, the risk score can be re-evaluated.

Lr = Lt � m̄t = 3� 0
= 3

Sr = Sv � m̄s = 2� 3
= �1

Pr = (Pt ⇥ Pa)� m̄p

= (
⇥
3 0 0 0

⇤
⇥

⇥
3 0 6 1

⇤
)�

⇥
1 0 0 1

⇤

=
⇥
8 0 0 �1

⇤

Rr = Lr ⇥ Sr ⇥ Vr

= 3⇥ 0⇥
⇥
8 0 0 �1

⇤

=
⇥
0 0 0 0

⇤

These results show that while certain security properties
remain threatened, the severity of the vulnerability was
rendered inert, thereby reducing the risk score to the low-
est possible value. As this countermeasure appeared to be
effective, we chose to generate a new asset for this policy.
The security properties of this new asset were based on the
values placed on the countermeasure, which varied based on
the contexts the new asset was situated in.

This countermeasure also impacts the usability of up-
loading data. Because Alice now needs to make sure she
uploads data only from a particular machine, introducing
this countermeasure is a slight hindrance to her other goals.

As such, the summative task usability can now be evaluated.

SUt = Ut + TUt

= 5 +
0 + 0

2
+ 0 + 1

= 6

As a consequence, the risk is mitigated however the task
usability is slightly worsened due to the extra effort involved
in complying with the new policy. A risk analysis model
showing the results of this, and related analysis, in IRIS is
provided in figure 6.

VII. DISCUSSION

The techniques we have described can support the speci-
fication of security requirements, and secure systems design
in general. However, these need to be implemented as part
of tool-support, and this tool-support needs to be integrated
into the secure systems design process. Moreover, the de-
sign process needs to capture well-grounded data to ensure
analysis is reflective of the environments within which the
system will operate.

IRIS framework builds upon a meta-model for integrated
usability, requirements, and risk analysis, which is founded
in best practice in HCI, Security Requirements Engineering,
and Information Security. In related work [3], we have
demonstrated tool support which implements the techniques
described by this paper. Initial validation of this tool involved
a retrospective analysis of a recently completed UK e-
Science project.

We have devised a design process to elicit and specify
the requirements of secure and usable software systems.


