
Personal safety is an infosec hygiene factor

Rick

Personal safety is more than just compliance

Thieves do not care about their impact

Cannot see how big security problems relate to infosec communications.

SCADA isolation makes hacking unlikely

Logout policies should be built around security needs.

Standard migration subject to resources

Accidents happen but hacking scenarios are extreme.

Aware of hacking warnings but scenarios are extreme

ICT support not contextual

Concern about EnterpriseSCADA uncertainty

Personal threats

Lone worker vulnerability

No alone out-of-hours visits

Vandalism assessed and mitigated

Copper theft

Physical and login security

Corporate wifi insecurity

Hacking indifference

Infection only from engineers

Shift based logouts

Short auto logout

Migration pending resources

Extreme scenarios

Hacker aware

Untimely logout annoyance

Lack of night ICT support

Uncertainty about EnterpriseSCADA ability to support general operations.

Bespoke systems harder to understand and support.

InfoSec communiques irrelevant

MS workaround for intruder alarms.

Periodic national security alerts

Stand-alone SCADA

Process problems occur daily.

InfoSec indifference GT concept

Business compliance GT concept

big security worry GT concept

Island mindset GT concept

Process impact GT concept
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Occasionally

Probably

Always

Generally


